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hat is Phishing ? Tovena

BEWARE OF
PHISHING!

Phishers send messages using a sense of urgency and claiming to
be from a business or organization that you may be involved.

Additionally, email addresses, logos and login pages can all be
spoofed to appear legitimate. Phishing attempts will often
impersonate various types of Towson University communications.

Top Tips to Aveoid being Phished

1. Question the urgency: Ignore demands
to change account info. Call OTS at

410-704-5151 to confirm account status.
2. Consider the source: Do you know the
sender? Did you request the info in
&
F3
(7]
7
Q,

the email?
3. Keep passwords private: NEVER reply
with your NetlD/password.

4. Think before you click: Be suspicious
of sensitive info requests through links.
Call the sender to confirm the request.

Received a suspicious email?
 From a desktop/laptop, report it using the ‘Report Phish Button’ in
Outlook or
 From a mobile device, forward it to phishing@towson.edu then
DELETE it
 Submit a Tech Help Ticket (https://techhelp.towson.edu)

5. Report phishing: Forward suspicious
emails to phishing@towson.edu - then
delete. Remember: No one at TU will EVER
ask for your NetlD password.

Spread the word, not the phish!
Learn more at www.towson.edu/phishing Tows ON

UNIVERSITY.



How to Identity Phishing b

 Unknown sender, or an email from an unsolicited source.

* Unexpected attachments that are “.exe” or “.zip” files.

* Unfamiliar links in the body of the email.

* Unusual or strange purchase requests.

» Storage Space/account threats or urgent messages waiting.



cure your connection — Verify the
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Tips to Protect Your Identity at Home SovERSTY

* Establish Text Alerts to help
Fight Fraud

e Run an Antivirus scan
periodically

* Don’t ignore updates

e Enable 2 factor authentication
on personal accounts

* Configure Privacy and Security and
Login settings
* Report Phishing and Spam

* Forward Text Scams to 7726
(SPAM)
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Today 12:21 PM

AT&T Free Msg: Thanks for
providing us with the content of an
unwanted message. Now, reply with
the sender's phone number so we
know who sent you this message.

AT&T Free Msg: Thank you, we
appreciate your assistance.



ng and Spam — Personal
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New message ]ﬁ[ Delete [ Archive @I Junk ~ & Sweep 51 Moveto ~ 3 Categorize ~  --- Jr e

Amazon Reward

Favorites

2 Inbox 33374 o Congratulations <fsdgrehygsdxg®@j5YJe.baratheonboltons.com> 6 ©
B~ Sentltems 1 You Reply
Z  Drafts 1 Congrats! You've been selected to participate Reply all

Add favorite In our monthly Forward

Reply all by meeting

v Folders

Delete

Inbox 33374 Mark as unread

o

Junk Email 14 Flag

Drafts Add to Safe senders

B Sentltems 1 Mark as junk

Mark as phishing

Deleted Items

Block Congratulations

Archive

Create rule

Conversation History

Print
]  Notes

]

Take this 30 second survey about Amazon and
we'll offer you a $1000 exclusive reward.

Translate

Phishing Awareness E...
Show in immersive reader

New folder .
View message source

Groups Open in new window

*PURCHASE REQUIRED. SEE OFFER FOR DETAILS.

This advertisement was sent to you by a third party. If you are not interested in receiving future

@l OnezNote

¢ Upgrade to Office 365 RewardZonelsa advertisement, please Click Here. Alternatively, you can opt out by sending a letter to:
with premium Outlook RewardsFlow, LLC 128 Court Street, 3rd FL White Plains, NY 10601
features M Evernote

This is an Advertisement.

B Get Add-ins

| = £ \ E4 If you prefer not to receive further emails of this type, Please click here to unsubscribe.
You may also wrile 1o us al: PO Box 3588 PMB 70548 Honolulu, HI 96811



’hishing and Spam — Personal
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@ mail.google.com

u Gmail Q,  in:spam

< Delete forever Not spam [ ] [ ] [
Compose

Updated FollowMyHealth Terms of Use and Privacy Policy spam x e 2

B Notes

B Towson

-~ Less tome -

o FollowMyHealth noreply@followmyhealth.com via

» Important
Why is this message in spam? It is similar to messages that were identified as spam in the past. m» Forward

@ Chats
Filter messages like this
®o Scheduled Report not spam

All Mail
©® spam
B Trash

Print

Delete this message

Block "FollowMyHealth"

Report phishing

» I Categories
Hello Show original

£t Manage labels

The FollowlMyHealth team has been working hard to add new features and services in order to improve your user experience. Today, we're emailing you to let you know about updates to our Terms of Use and Privacy Pt Translate message
a Joel You may have noticed we updated our Terms of Use and Privacy Policy to provide more clarity about using FellowMyHealth, to address new features and functionality, and to include other updates and clarifications Download message
brian maher We encourage you to read our updated Terms of Use and Privacy Policy in full, but here are the high-level changes Mark as unread

b

You: Moming Brian, 'm back in the ofi

How we collect, use, and disclose your information
How we protect the security of your information
How we may use and disclose your information for marketing or advertising purposes
» How we may display advertising or marketing to you while you use FollowMyHealth

» The manner in which FollowMyHealth may communicate with you

Peter Coyne
fou: sent the test your way

.

.

These terms went into effect for all users on August 14, 2019. Please be aware that by continuing to use FollowMyHealth, you acknowledge and agree to the updated Terms of Use and Privacy Policy. If you do not agree to the updated Terms of Use and Privacy
Paolicy you can delete your FellowMyHealth account at any time. The Terms of Use are to be read in conjunction with the Privacy Policy, which is incorporated into the Terms of Use and forms part of our contract with you.

If you have any questions, please let us know.

support@followmyhealth. com

Copyright 20189 Allscripts, All rights reserved
You're receiving this email because you have a FollowMyHealth® account or agreed to receive emails from your healthcare provider who uses FollowMyHealth®
Our mailing address is:

222 Merchandise Mart
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Free Resources
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Have | been Pwned:

https://haveibeenpwned.com Bl

L @ N = (5] o] B [ ] ® ~N o H - L J @ »

Home Notifyme Domainsearch Who'sbeenpwned Passwords APl About Donate BIP

@ Generate secure, unique passwords for every account —

Why 1Password?
409 8,506,944,706 102,441 122,480,433
pwned websites. pwned accounts pastes paste accounts
Largest breaches Recently added breaches

772,904,991 Collection #1 accounts Mﬂ 71,407 Zooville accounts

763,117,241 Verifications.io accounts 1:' 988,230 StreetEasy accounts
711,477,622 Onliner Spambot accounts SEPHORA 780,073 Sephora accounts

593,427,119 Exploit.In accounts WANELO 23,165,793 Wanelo accounts

ACT OET CI3Q Avit: Dishlie ok 1 oot o et l_ 15,453,048 Lumin PDF accounts



Jigsaw | Google Phishing Quiz :
https://phishingquiz.withgoogle.com Do

-
Identifying phishing can be harder than you think. Phishing is an '
attempt to trick you into giving up your personal information by
pretending to be someone you know. Can you tell what's fake?

9 Jigsaw | Google Privacy / Terms / Feedback



Question & Answers
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* Email questions to
‘ securityawareness@towson.edu

+ If you would like an OIS team member to give
an interactive virtual phishing or security
awareness presentation to your group or

department, please visit put in a TechHelp

service request.



for Attending Today’s NCSAM
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